The deployment of intelligent remote surveillance systems depends on wireless sensor networks (WSNs) composed of various miniature resource-constrained wireless sensor nodes. The development of routing protocols for WSNs is a major challenge because of their severe resource constraints, ad hoc topology and dynamic nature. Among those proposed routing protocols, the biology-inspired self-organized secure autonomous routing protocol (BIOSARP) involves an artificial immune system (AIS) that requires a certain amount of time to build up knowledge of neighboring nodes. The AIS algorithm uses this knowledge to distinguish between self and non-self neighboring nodes. The knowledge-building phase is a critical period in the WSN lifespan and requires active security measures. This paper proposes an enhanced BIOSARP (E-BIOSARP) that incorporates a random key encryption mechanism in a cost-effective manner to provide active security measures in WSNs. A detailed description of E-BIOSARP is presented, followed by an extensive security and performance analysis to demonstrate its efficiency. A scenario with E-BIOSARP is implemented in network simulator 2 (ns-2) and is populated with malicious nodes for analysis. Furthermore, E-BIOSARP is compared with state-of-the-art secure routing protocols in terms of processing time, delivery ratio, energy consumption, and packet overhead. The findings show that the proposed mechanism can efficiently protect WSNs from selective forwarding, brute-force or exhaustive key search, spoofing, eavesdropping, replaying or altering of routing information, cloning, acknowledgment spoofing, HELLO flood attacks, and Sybil attacks.
In many aspects of technology, nature has provided inspiration for many solutions. For example, Eigen, Schuster and Von Foerster [20, 21] proposed the application of biological self-organization methods to network data using primary engineering applications [22] . Communications technology has also heavily benefitted from biologically inspired mechanisms; for example, a BIOlogy-Inspired Self-organized Secure Autonomous Routing Protocol (BIOSARP) [23] [24] [25] has been developed based on an artificial immune system (AIS) that begins by checking the behavior of neighboring nodes and classifying them once the neighbor table of each sensor node is populated with the relevant information. However, before the AIS-based preventive measure is initiated, adversaries have an open opportunity to seize control of the entire deployed network. We have found that BIOSARP is adequate in terms of cost, but is weak in all aspects of providing security. By contrast, Secure Real-Time Load Distribution (SRTLD) is adequate in terms of security but not cost. Thus, by combining the best features of SRTLD and BIOSARP in a novel way, we have developed a secure and cost-efficient solution.
This paper proposes an enhanced BIOSARP (E-BIOSARP) and presents a detailed description of its architecture, a thorough analysis, and a comprehensive comparison with other schemes to demonstrate its efficiency. E-BIOSARP incorporates a random key encryption and decryption mechanism [26] into BIOSARP to provide active security measures for WSNs. Saleem et al. [27] presented the initial design of and preliminary results regarding E-BIOSARP. Because of the encryption mechanism used in E-BIOSARP, WSN communication is secured even during the critical learning and initialization phases. An extensive security and performance analysis was conducted to demonstrate the efficiency of E-BIOSARP. The main contributions of this paper are as follows:
‚
By incorporating a random key encryption and decryption mechanism [26] into BIOSARP, we propose an enhanced BIOSARP named E-BIOSARP to provide overall network communication security from the very beginning of the establishment of a WSN at a low performance cost.
‚ Our security analysis shows that E-BIOSARP can ensure confidentiality and integrity by encrypting header fields such as the packet sequence ID (Pkt_ID), destination ID (D_ID), and source ID (S_ID) and by transmitting fragmented data instead of applying cryptographic operations to complete packets, as is the case in most security mechanisms.
‚ Our security analysis also shows that E-BIOSARP is resilient against data tampering attacks, selective forwarding, brute-force or exhaustive key search, spoofing, eavesdropping, replaying or altering of routing information, cloning, acknowledgment spoofing, HELLO flood attacks, and Sybil attacks.
We present the implementation of a WSN scenario using E-BIOSARP in network simulator 2 (ns-2) and the population of this scenario with malicious nodes to analyze the behavior and performance of E-BIOSARP.
‚ E-BIOSARP is analytically and experimentally compared in terms of processing time with state-of-the-art security mechanisms, including TinyHash, TinySec with authenticated encryption (TinySec-AE), TinySec with authentication only (TinySec-Auth), exclusion basis systems (EBSs), location-based resilient security with authentication (LBRS-Auth), and SRTLD.
‚ Simulation results show that E-BIOSARP outperforms SRTLD in terms of energy consumption, packet overhead and delivery ratio and also outperforms another state-of-the-art secure routing protocol, the energy-efficient secure path algorithm (ESPA), in terms of energy consumption.
This paper is structured as follows: Section 2 discusses recent related works. Section 3 describes the architecture of E-BIOSARP. Section 4 presents a security analysis of E-BIOSARP. Section 5 provides a complexity analysis of E-BIOSARP and other security mechanisms. Section 6 discusses the simulation-based implementation and the experimental results. Section 7 concludes the paper with a summary of our contributions and a brief discussion of future work. 
Related Work
In a WSN, security must be enabled before the initialization phase, at the time of network deployment, because node cloning attacks can be executed only during this phase, as stated by Lim [28] . Moreover, clustering-based secure routing mechanisms are infeasible for WSNs because of the energy constraints of wireless sensor nodes [29] . Elliptic curve cryptography (ECC) can be implemented on miniaturized wireless sensor nodes, thereby making public key cryptography (PKC) a realistic possibility for these sensors [30, 31] . However, the implementation of PKC-based security at higher layers on top of the efficient primitives is not a simple process because of the unique requirements and characteristics of wireless sensor nodes. Consequently, studies of the performance of PKC-based security schemes have been limited in scope.
A secure energy-efficient routing protocol (SERP) for densely deployed WSNs was proposed by Pathan and Hong [32] . This tree-based routing method depends on the distance and the remaining energy parameters of nodes for routing decisions. The authors use one-way hash chains and shared secret keys that are pre-stored in the wireless sensor nodes before deployment. During initialization, all nodes in a WSN are in active mode for the construction of the tree and the one-way hash chain. In SERP, the encryption key changes occasionally, providing a security advantage. However, a major disadvantage of SERP is that a high traffic overhead is generated when the shared key is changed throughout the entire network. Furthermore, the mechanism presented by Pathan and Hong [32] involves a key refreshment system that is called when all nodes on a certain path are offline until the destination is reached, which entails the re-initialization of part of or even the entire network. Because of the involvement of a time parameter, feedback and other processes, such as shared key updating, long processing times are required, which cause delays and consume large amounts of energy. In addition, because the shared secret key-which is not generated by the system in real time and is non-dynamic-is preloaded in the base station and the sensor nodes, the mechanism is unrealistic for application in highly dynamic WSN scenarios. In SERP [32] , the source node ID is open and can be easily read by searching packet headers, which opens the system to brute-force search and eavesdropping attacks. The authors conducted a detailed comparison of their proposed SERP with LEACH and EAD in an ns-2-based simulation. LEACH energy consumption is high because it uses one-hop transmission to reach the cluster head or the sink node, and therefore, EAD performs much better than LEACH because of its multi-hop transmission capability. However, by virtue of its adaptive transmission range, SERP consumes less energy than does either LEACH or EAD.
Ahmed and Fisal [26] proposed a secure real-time load distribution (SRTLD) routing protocol to ensure secure packet transfer by means of packet header authentication. SRTLD was developed as an enhancement of the real-time load distribution (RTLD) routing protocol [26] through the incorporation of a security module. The security module contains a mathematical function that is based on a unique random number generator function [26] . A hash function is further utilized to encrypt the source address (S_ID), destination address (D_ID), and packet ID (Pkt_ID) fields in the packet header. When a node receives a packet, it attempts to decrypt the encrypted fields, and thus, the data authenticity in the network is verified by SRTLD. The authors showed that SRTLD is capable of securing WSNs from wormholes, HELLO flood attacks, Sybil attacks, selective forwarding, and sinkholes [26] . The main shortcoming of SRTLD is that each node is programmed with a predefined location and with routing optimization values depending on the target location or territory. Thus, every time the network topology or target area conditions change, the routing optimization and location parameters must be reevaluated, and accordingly, all sensor nodes must be reprogrammed, which is highly impractical. Furthermore, in SRTLD, the authors also assume that the sink node must be a trusted computing base.
Jean de Dieu et al. [29] presented ESPA for WSNs with the goal of ensuring the authenticity and integrity of sensed data. The mechanism presented by Jean de Dieu et al. [29] depends on shared secret keys and one-way hash functions. The shared key is known by the sensor nodes and the base station. The authors proposed a general ant colony optimization (ACO)-based energy-aware routing (DEAR) algorithm. The routing decision depends on two metrics related to the distance and remaining battery power of the nodes. In presenting their security scheme, the authors assumed that the main commands are generated from a centralized location, that is, the base station or a gateway. The general ACO architecture depends on ACO_forward (ACO_F) travel from the source to the destination and ACO_backward (ACO_B) travel back from the destination to the source. This generates massive traffic overhead and causes the network to consume an enormous amount of energy. In a WSN scenario in which the network contains a large number of wireless sensor nodes that communicate in a multi-hop manner, feedback (ACO_B) is practically impossible. In addition, if the shared key information has not been shared with a particular node, then that wireless sensor node may be prohibited from participating in the network and any communications therein; consequently, the entire network could collapse at any time. Jean de Dieu et al. [29] analyzed the performance of ESPA in terms of three defense parameters (anonymity, confidentiality, and integrity) and compared energy-efficient ant-based routing algorithm (EEABR), secure energy-efficient routing protocol (SERP) and energy-efficient secure pattern based data aggregation (ESPDA) using MATLAB software. The authors claimed that ESPA performs better than the SERP and ESPDA methods.
In [33] , the authors proposed a scheme called Extended Two-hop Keys Establishment (ETKE) to protect the hop count information without referring to the sink node. Furthermore, the authors proposed a novel secure routing protocol named Secure Multi-pAths Routing for wireless sensor neTworks (SMART) based on the ETKE key management scheme. The authors claimed that SMART is resilient against forged hop count attacks and outperforms SeRINS in terms of energy consumption.
The authors of [34, 35] proposed BIOARP, which employs enhanced ant colony optimization (eACO) [36] to select optimal routes from a source node to a destination node in a WSN. BIOARP provides a self-optimized routing mechanism that enables improved data throughput, extends the WSN lifetime and minimizes delays with less data loss. Saleem et al. [23] also proposed BIOSARP, an enhanced version of BIOARP, by adding a self-security management module that relies on an AIS. The ability of BIOSARP to detect, classify, and remove non-self nodes is analogous to the human immune system (HIS) because the AIS is a derivation of the HIS in the computer domain. The primary function of the HIS is the detection of abnormalities by distinguishing between self and non-self entities. Analogously, the primary function of BIOSARP is to detect attacks and classify self and non-self nodes.
The major limitation of BIOSARP is that it requires time to develop the knowledge of the overall network during the initialization phase of WSN deployment. The initialization phase is a critical period during the complete lifespan of a WSN and requires efficient and active security measures. When nodes are deployed, they must acquire and/or build information regarding their neighboring nodes and the environment to enable them to communicate and transfer data to the destination. In BIOSARP, the AIS begins to check neighboring node behavior and to execute the classification process only once the neighbor table is populated because the AIS depends on the routing table information. Until the AIS-based preventive measure is initiated, adversaries have an opportunity to seize control of the entire deployed network.
Sookhak et al. [18] presented a method that can detect dynamic and static wormhole attacks in geographic routing protocols (DWGRP). DWGRP depends on a pairwise key pre-distribution scheme with the assistance of beacon packets. When a node is initialized, the beacon packets of the new structure are broadcast, and a neighbor table is generated in reply. The authors conducted an ns-2-based simulation to evaluate DWGRP in terms of the probability of missed detection, wormhole detection rate, and resend packet rate. However, DWGRP has several drawbacks. The main drawback is that when the beacon packets are broadcast, DWGRP sends out unencrypted information that can be easily hacked, thus compromising the entire network. Furthermore, in the simulation study, each node updated its neighborhood table every 0.3 s by broadcasting beacon packets. This behavior implies that the entire network will be busy updating neighbor tables essentially at all times; however, this is totally unrealistic and is itself a DDOS attack. In a WSN, numerous broadcasts cause battery life to decrease and collisions to occur, resulting in packet loss. Hence, the underlying concept of DWGRP is not practical, and it is very costly because the nodes require a global positioning system (GPS).
Zhang et al. [37] proposed an elliptic curve cryptography-based secure energy-efficient access-control scheme. Their theoretical security analysis showed that the proposed mechanism addresses replay attacks, impersonation attacks, and sensor node spoofing attacks.
In [38] , the authors proposed the Double Cluster Heads Model (DCHM) based on clustering, trust systems, and data fusion. This model involves the selection of two cluster heads per cluster to perform data fusion independently. The authors claimed that the proposed algorithm detects and prevents attacks on a WSN based on the assumption that compromised cluster heads will generate random results and the outputs received from the two cluster heads will therefore differ. The proposed concept of a system based on reputation and trust depends on feedback (from the base station to the cluster heads) and information gathering, which generate packet overhead. Furthermore, the authors assumed that the base station is a trusted computing platform and that at the time of programming, every node will be assigned three keys, namely, a master key, a pairwise key and a cluster key. Among these three static keys, the cluster key is unique for each cluster, introducing considerable complexity in the programming and deployment of nodes. In their threat model, the authors considered attacks that mislead the user, namely, jamming, the falsification of local values, and the falsification of fusion results. In their performance evaluation, comparisons between compromised sensor nodes and credible sensor nodes were first conducted, and the DCHM results were then compared with those for BRSN [38] in terms of the security of data fusion, accuracy, and average energy consumption over the network lifetime.
In [39] , the authors proposed a scheme called Fully homomorphic Encryption based Secure data Aggregation (FESA) in large-scale wireless sensor networks (LWSNs) based on message authentication codes (MACs) to support arbitrary aggregation operations and provide end-to-end data confidentiality. This scheme involves complete data encryption and incurs increased computational overhead because of its large public key size. Therefore, it is not feasible, particularly for LWSNs. The work reported in [40] also provided a secure data aggregation routing protocol, but unfortunately, it is also based on MACs; in addition, the digital signature and the remaining supporting parameters cause the packets to be very large, making them difficult to process and leading to the consumption of enormous amounts of energy.
The physical and MAC layers of a WSN are based on IEEE standard 802.15.4, which was specifically developed for low-rate data transfer. Table 1 briefly compares the most recent network layer protocols for security in WSNs. The detailed literature review presented above yields the conclusion that secure data routing in WSNs is complicated by WSN resource constraints, such as limitations on power, signal strength, reliability of wireless communication, and memory storage. The shortcomings of the reviewed security mechanisms, as summarized in Table 1 , prevent them from successfully securing WSNs against most network-layer attacks. Therefore, in the design of a security mechanism specifically for WSNs, the abovementioned limitations should be considered. The shared secret key is pre-stored. The secret key is preloaded and is not self-maintained by the system in real time.
The source node ID is readable. The system is vulnerable to brute-force search and eavesdropping attacks.
SRTLD [26] Selective forwarding attacks Sinkhole attacks HELLO flood attacks Sybil attacks Wormhole attacks
The parameter weights for routing optimization must be re-evaluated according to location. Every sensor node in the WSN is programmed with a static location. The sink node is assumed to be a trusted base station.
ESPA [29] Brute-force search attacks Denial of service attacks
The main commands are generated from a centralized location. Massive traffic overhead consumes an enormous amount of energy over the network.
The network collapses when and where key information is not shared.
BIOSARP [23, 27] Sybil attacks Selective forwarding attacks Replayed or altered routing information attacks Acknowledgment spoofing attacks HELLO flood attacks Not tested for unknown attacks. Needs to be tested on a real experimental WSN test bed including all attacks.
DCHM [38] Jamming attacks Falsification of local values Falsification of fusion
The need for a trust system and feedback from the base station to the cluster heads generates enormous data packet overhead.
Assumes that the base station is a trusted computing platform. The cluster key is unique for every cluster, increasing complexity.
Has not been compared with any state-of-the-art security algorithm.
DWGRP [18] Wormhole attacks
Beacon packets are broadcasted with unencrypted information. Nodes rebroadcast at an interval of 0.3 s. Very costly because the nodes require a GPS.
The Architecture of the Proposed E-BIOSARP
The architecture of E-BIOSARP is based on BIOSARP but is further enhanced with a random generator based on a mathematical function [26] , the same as that incorporated into SRTLD. The idea behind E-BIOSARP is that BIOSARP has better performance with respect to throughput with better network life, whereas the encryption mechanism of SRTLD provides communication security in terms of integrity and confidentiality.
Under E-BIOSARP, the workflow of the encryption mechanism begins when a packet is to be forwarded to the next self-node. During forwarding, the BIOSARP routing mechanism, as shown in Figure 2 , requests encryption from the Mathematical Encryption Function, which encrypts only some of the fields in the packet header (Pkt_ID, D_ID, and S_ID) rather than the payload or the complete packet, which has already been fragmented. The structures of the ready-to-receive (RTR) packet and the data packet header in E-BIOSARP are presented in [35] . As a result of encryption, if malicious nodes and/or adversaries capture a secure packet, they cannot read the packet's movement or its destination, which in turn ensures the privacy of its origin. The following assumptions were made while developing the encryption mechanism, which is based on a random key approach and dynamic mathematical computations:
‚
Two master keys (k1 and k) generated with a pseudo-random function are injected into each sensor node while it is flashing its read-only memory (ROM). Here, k1 is a master key for the new node, and k is a master key for all nodes.
‚ Before deployment, every node is set with a hard mathematical function and its reverse computation.
The flow diagram of the encryption and decryption process is presented in [27] . In this paper, the state machine diagram is presented in Figure 2 and is explained in detail to elucidate every step and process at the hardware level. Whether the data arrive from the application layer or a data packet is received from a neighboring node, the BIOSARP routing state is called. If the data to be forwarded arrive from the application layer, then the E-BIOSARP routing mechanism sends a request to the Mathematical Encryption Function for encryption. The mathematical function reads the packet details and acquires the values of Pkt_ID, D_ID and S_ID. D_ID and S_ID are encrypted by the mathematical function based on k and Pkt_ID. The encrypted packet, with hidden D_ID and S_ID values, is sent to the MAC layer, as shown in Figure 2 , for the frame to be forwarded to the optimal neighboring node. The encryption of all data in a packet is avoided because this process would consume an enormous amount of energy and because the information is split into a number of data packets (because the packet size in a WSN is very small). Moreover, because of the encoding of the packet sequence ID, source ID and destination ID, the data packets become fully secure because they cannot be processed by adversaries and thus are unrecognizable to them. neighboring node. The encryption of all data in a packet is avoided because this process would consume an enormous amount of energy and because the information is split into a number of data packets (because the packet size in a WSN is very small). Moreover, because of the encoding of the packet sequence ID, source ID and destination ID, the data packets become fully secure because they cannot be processed by adversaries and thus are unrecognizable to them. When a data packet is received from the MAC layer, the BIOSARP routing mechanism sends a request to the mathematical function for decryption, as shown in Figure 2 . In the decryption process, the algorithm decrypts the destination ID (D_ID) and source ID (S_ID). Because every self-node in the network contains a random generator function, each node can generate the same random key based on the values of Pkt_ID and k to decrypt the header fields of the packet. The decryption function performs authentication by evaluating the output. The status is marked as normal by the authentication state if the output is between 0 and R, and as a result, the mathematical decryption function is returned to the BIOSARP routing mechanism to process the packet. Furthermore, in the case that a new wireless node wishes to join the network, a control packet is transmitted that contains the newly encrypted R with the master key k1.
In BIOSARP, the AIS-based autonomous security mechanism requires a certain amount of time after deployment to accrue the necessary knowledge and to begin classification [23] [24] [25] . A WSN in this initialization phase is insecure and, as a result, can be hacked, taken over or damaged by adversaries. Therefore, E-BIOSARP is enhanced with packet encryption to secure the WSN during the initialization stage. During communication over a WSN, the proposed mechanism encrypts and decrypts the control and data packets. The algorithm pseudo codes for encryption with authentication and decryption with authentication are presented in Figures 3 and 4 , respectively. Both processes begin with the reading of the packet header fields D_ID and S_ID. The node will When a data packet is received from the MAC layer, the BIOSARP routing mechanism sends a request to the mathematical function for decryption, as shown in Figure 2 . In the decryption process, the algorithm decrypts the destination ID (D_ID) and source ID (S_ID). Because every self-node in the network contains a random generator function, each node can generate the same random key based on the values of Pkt_ID and k to decrypt the header fields of the packet. The decryption function performs authentication by evaluating the output. The status is marked as normal by the authentication state if the output is between 0 and R, and as a result, the mathematical decryption function is returned to the BIOSARP routing mechanism to process the packet. Furthermore, in the case that a new wireless node wishes to join the network, a control packet is transmitted that contains the newly encrypted R with the master key k1.
In BIOSARP, the AIS-based autonomous security mechanism requires a certain amount of time after deployment to accrue the necessary knowledge and to begin classification [23] [24] [25] . A WSN in this initialization phase is insecure and, as a result, can be hacked, taken over or damaged by adversaries. Therefore, E-BIOSARP is enhanced with packet encryption to secure the WSN during the initialization stage. During communication over a WSN, the proposed mechanism encrypts and decrypts the control and data packets. The algorithm pseudo codes for encryption with authentication and decryption with authentication are presented in Figures 3 and 4 respectively. Both processes begin with the reading of the packet header fields D_ID and S_ID. The node will further process the packet if it is authenticated; otherwise, the node drops/discards the packet. During the encryption process, the Pkt_ID, D_ID, and S_ID values are obtained from the header of the packet that has just been received. Of the extracted values, Pkt_ID and k are utilized to generate a pseudo-random number. The Mathematical Encryption Function is then used to encrypt the packet header fields before the secure packet is sent. The maximum field size is 4 bytes (2 31 − 1), and if the encryption function generates a number greater than this maximum size, the modulo function will be used, as shown in Figure 3 .
At the other end of the transmission process, when a node receives a packet with encrypted header fields, it calls the Mathematical Decryption Function to perform the decryption based on the Pkt_ID, D_ID, and S_ID values extracted from the received packet header and the pseudo-random number calculated using Pkt_ID and k, as shown in Figure 4 . The D_ID and S_ID values are verified using the modulo function (2 31 − 1) in reverse to ensure the authenticity of the packet. If the value obtained in this reverse process is between 0 and R, then the packet is categorized as legitimate and is further processed; otherwise, it is discarded.
Security Analysis
This section presents a security analysis of our proposed E-BIOSARP system. We utilize the security analysis method presented in Wang et al. [30] . To simplify the analysis, we focus on the During the encryption process, the Pkt_ID, D_ID, and S_ID values are obtained from the header of the packet that has just been received. Of the extracted values, Pkt_ID and k are utilized to generate a pseudo-random number. The Mathematical Encryption Function is then used to encrypt the packet header fields before the secure packet is sent. The maximum field size is 4 bytes (2 31 − 1), and if the encryption function generates a number greater than this maximum size, the modulo function will be used, as shown in Figure 3 .
This section presents a security analysis of our proposed E-BIOSARP system. We utilize the security analysis method presented in Wang et al. [30] . To simplify the analysis, we focus on the During the encryption process, the Pkt_ID, D_ID, and S_ID values are obtained from the header of the packet that has just been received. Of the extracted values, Pkt_ID and k are utilized to generate a pseudo-random number. The Mathematical Encryption Function is then used to encrypt the packet header fields before the secure packet is sent. The maximum field size is 4 bytes (2 31´1 ), and if the encryption function generates a number greater than this maximum size, the modulo function will be used, as shown in Figure 3 .
At the other end of the transmission process, when a node receives a packet with encrypted header fields, it calls the Mathematical Decryption Function to perform the decryption based on the Pkt_ID, D_ID, and S_ID values extracted from the received packet header and the pseudo-random number calculated using Pkt_ID and k, as shown in Figure 4 . The D_ID and S_ID values are verified using the modulo function (2 31´1 ) in reverse to ensure the authenticity of the packet. If the value obtained in this reverse process is between 0 and R, then the packet is categorized as legitimate and is further processed; otherwise, it is discarded.
This section presents a security analysis of our proposed E-BIOSARP system. We utilize the security analysis method presented in Wang et al. [30] . To simplify the analysis, we focus on the critical components of our model, including packet elements and secure transmission. We begin the analysis from the discovery phase, which involves the secure transfer of information between self-nodes to form a private community or to communicate with a new node.
When a node broadcasts a route replay request packet, it encrypts the important contents, which can only be decrypted by nodes that can understand the received packets, that is, only self-nodes. These neighboring self-nodes will then replay their encrypted information to the node that broadcasted the packet. In this manner, a secure private community is constructed to monitor the transmission. The monitored encrypted data are then transferred hop by hop to their destination, namely, the sink node, as shown in Figure 5 . These neighboring self-nodes will then replay their encrypted information to the node that broadcasted the packet. In this manner, a secure private community is constructed to monitor the transmission. The monitored encrypted data are then transferred hop by hop to their destination, namely, the sink node, as shown in Figure 5 . E-BIOSARP combines BIOSARP with the encryption mechanism of SRTLD because BIOSARP offers better packet transfer behavior and the SRTLD encryption mechanism provides better communication security with minimal processing time. Under E-BIOSARP, the packet header fields (Pkt_ID, D_ID, and S_ID) are encrypted instead of the payload or the complete packet, which has already been fragmented. As a result, if malicious nodes and/or adversaries capture a secure packet, they cannot read the packet's movement or its destination, thereby ensuring the integrity and confidentiality of the network.
The encryption process is based on a function that verifies the integrity of a message via sender identification and ensures that the data are received exactly as sent. The encryption algorithm is based on the maximum value of a 32-bit signed integer, the prime number equal to 2 31 − 1. The plaintext in important header fields is encrypted and converted to cipher text at every hop. Therefore, the use of this algorithm counters the possible attacks listed below.

Attack based on packet dropping: The proposed encryption mechanism rapidly identifies and only replies to and/or forwards data packets to self-nodes. The authentication process is fast because E-BIOSARP combines BIOSARP with the encryption mechanism of SRTLD because BIOSARP offers better packet transfer behavior and the SRTLD encryption mechanism provides better communication security with minimal processing time. Under E-BIOSARP, the packet header fields (Pkt_ID, D_ID, and S_ID) are encrypted instead of the payload or the complete packet, which has already been fragmented. As a result, if malicious nodes and/or adversaries capture a secure packet, they cannot read the packet's movement or its destination, thereby ensuring the integrity and confidentiality of the network.
The encryption process is based on a function that verifies the integrity of a message via sender identification and ensures that the data are received exactly as sent. The encryption algorithm is based on the maximum value of a 32-bit signed integer, the prime number equal to 2 31´1 . The plaintext in important header fields is encrypted and converted to cipher text at every hop. Therefore, the use of this algorithm counters the possible attacks listed below.
‚
Attack based on packet dropping: The proposed encryption mechanism rapidly identifies and only replies to and/or forwards data packets to self-nodes. The authentication process is fast because of the reduced overhead of the proposed encryption mechanism, as elaborated in Section 3, and thus can efficiently handle packet drop attacks.
Redirection with modified hop counts: Redirections [41] are avoided because of the E-BIOSARP authentication process; moreover, the E-BIOSARP RTR packet, as described in [35] , does not contain a hopcount field. Thus, the network is secure against this type of attack.
‚ Node replication or cloning attack: This type of attack is initiated when an adversary takes the complete information of a node, replicates/clones a node with the same information, and inserts the clone into the network to execute further attacks. E-BIOSARP protects the network from remote node replication or cloning attacks by rapidly identifying non-self/compromised nodes and thus avoids the receiving or sending of any packet from or to such a node.
‚ Brute-force search (or exhaustive key search attack): In a brute-force search attack, the adversary attempts to acquire a user ID and password. The proposed encryption mechanism uses a random key (Pkt_ID and k) that changes at the processing of every packet. Furthermore, E-BIOSARP's rapid identification process makes it extremely difficult for an attacker to acquire the fragmented data or, if they are acquired, to reconstitute them [29] .
‚ Eavesdropping attack:
The random-key-based encryption mechanism avoids eavesdropping attacks by encrypting the main contents S_ID and D_ID of the communication; thus, monitoring is secret, and hijacking of confidential data is impossible.
Other types of attacks that are addressed by the general SRTLD encryption mechanism and thus are also efficiently addressed by E-BIOSARP are listed below.
‚
Altered, spoofed, or replayed routing information attack or wormhole attack: In this type of attack, the adversary or malicious node targets the routing information exchanged between nodes. The rapid authentication process in E-BIOSARP protects the network from these types of attacks by protecting the packet header. Therefore, when a sensor node transmits a packet, it encrypts the header, and upon receipt, the proposed mechanism confirms that certain fields are encrypted with the correct key. If not, the packet is dropped without being opened, as shown in Figure 6 . ‚ Acknowledgment spoofing and selective forwarding: A malicious node executes this type of attack by receiving and dropping packets as they travel through the network; as a result, the nodes at one hop conclude that there is a problem with the forwarding of data packets through the nodes in the routing table. Alternatively, a malicious node may use feedback to alter a node's decision regarding which strong link to use to send packets. The fast authentication process in E-BIOSARP protects the WSN from acknowledgment spoofing and selective forwarding attacks by rapidly identifying and dropping non-self packets, as shown in Figure 6 .
In a Sybil attack, a malicious node begins advertising itself with multiple IDs. When a self-node receives these RTR packets, they cannot be authenticated because of their different header structure and/or field values, and they are consequently dropped, as presented in Figure 6 . ‚ HELLO flood attack: An invader deploys a strong device that generates and broadcasts RTR/HELLO packets with a high signal strength to convince the WSN nodes that the adversary node is a neighboring self-node. Under E-BIOSARP, the possibility of forwarding data to such non-self or HELLO-flood-generated nodes is avoided through the dropping of these false packets.
a self-node receives these RTR packets, they cannot be authenticated because of their different header structure and/or field values, and they are consequently dropped, as presented in Figure 6 .  HELLO flood attack: An invader deploys a strong device that generates and broadcasts RTR/HELLO packets with a high signal strength to convince the WSN nodes that the adversary node is a neighboring self-node. Under E-BIOSARP, the possibility of forwarding data to such non-self or HELLO-flood-generated nodes is avoided through the dropping of these false packets. 
Complexity Analysis
In this section, the complexity of E-BIOSARP is studied and compared with those of the security schemes TinyHash, TinySec-AE, TinySec-Auth, EBSS, LBRS-Auth, and SRTLD. The complexity is studied based on the functions involved in each security mechanism by considering the number and processing time of the functions that are executed, which determine the time is required by a node to process a packet. The results of the comparison are presented in Table 2 . In the table, we use the following notations: D, P, and H denote the size of a complete data packet, the size of the data payload of a packet, and the header size of a packet, respectively, such that D = P + H. Encrypt(D) and MAC(D) are functions that return the computing times required to apply the Encryption and MAC algorithms, respectively, to information of size D. In TinySec-AE, a data payload of size P is encrypted using the ciphertext stealing technique [42] to create encrypted data of the same size as the plaintext. TinySec-AE then applies a MAC algorithm to the encrypted data and the packet header, which leads to a computing time of [Encrypt(P') + MAC(D)]. For TinySec-Auth, this time is reduced to MAC(D) because only the data packet is authenticated with a MAC. The computing time for TinyHash is [Encrypt(D) + MAC(D)] because it uses HMAC for authentication and SHA1 for message digestion. LRBS-Auth and EBSS each create a MAC for the data payload. Table 2 shows the ranking of the security schemes in terms of the security functions used or complexity. The lowest complexity corresponds to the highest ranking; that is, number "1" represents the highest ranking. The encryption function has a shorter processing time than the MAC algorithm [43] ; moreover, (S_ID + D_ID + Pkt_ID) < H < P. Therefore, SRTLD and E-BIOSARP incur the lowest complexity because these approaches need only to encrypt three fields of the packet header, namely, S_ID, D_ID and Pkt_ID.
Simulation-Based Implementation, Experimental Results and Discussion
In the simulation, the network model was based on IEEE 802.15.4 MAC and physical layers; the network parameters that were used to configure the WSN scenario in ns-2 are given in Table 3 . In all simulations, a many-to-one traffic pattern was utilized, and after every 180 s, the routing table record was deleted to keep the neighboring information updated. Similar to the topology used by Ahmed and Fisal [26] , the simulation topology consists of 121 nodes distributed in an 80 mˆ80 m region, as shown in Figure 5 . The nodes numbered 120, 110, 100 and 90 are the source nodes, node 0 is the sink node, and nodes 24, 25, 31 and 36 are the adversary nodes. The performance of E-BIOSARP was evaluated in terms of energy consumption, data packet overhead, and packet delivery ratio. Figure 6 shows the countermeasures taken against abnormalities detected in a WSN with the aid of the proposed mechanism. A packet from malicious node 31 is received and dropped, as shown in Figure 6 . The encryption/decryption mechanism is the main process that strives to achieve confidentiality, which is the primary requirement for security. Therefore, all sent packets are encrypted, and hence, all received packets must be decrypted. For example, when the sink (or an intermediate node) receives a packet, it will execute the decryption process. If the received packet is decrypted with a legal output, then the sink will consider this packet to be a legal packet originating from a legitimate node. Otherwise, the sink (or intermediate node) will regard this packet as an attack packet. Subsequently, if and when the same node has launched a certain number of attacks at the sink (or intermediate node), then that node will be regarded as an adversary and removed from the neighbor table. Hence, the random-key-based efficient encryption mechanism secures the network from the time of deployment.
Simulation of Abnormalities and Attack Countermeasures

Impact of an Increasing Number of Malicious Nodes
Attacks on the network layer strongly impact the data routing performance. By considering an increasing number of non-self nodes in a WSN, the effect of such attacks is studied in this section. In the simulation, 49 nodes were arranged in a region of 80 mˆ80 m, similar to the topology used by Ahmed and Fisal [26] . The packet rate was fixed at 9.6 packets/s, and the number of malicious nodes was varied from 4 to 20. The worst-case scenario with 20 malicious nodes is illustrated in Figure 7 .
Attacks on the network layer strongly impact the data routing performance. By considering an increasing number of non-self nodes in a WSN, the effect of such attacks is studied in this section. In the simulation, 49 nodes were arranged in a region of 80 m × 80 m, similar to the topology used by Ahmed and Fisal [26] . The packet rate was fixed at 9.6 packets/s, and the number of malicious nodes was varied from 4 to 20. The worst-case scenario with 20 malicious nodes is illustrated in Figure 7 . The performance of E-BIOSARP in terms of data throughput was reasonably maintained, even as the number of malicious nodes increased. E-BIOSARP treats malicious nodes as the hole problem [44] . The hole problem occurs when the nodes in a certain region cannot forward data packets toward their destination. Table 4 shows that as soon as the number of malicious nodes reaches 20, the delivery ratio declines because of communication disruption between the sink and nodes 43, 31 and 37, which are generating the data packets, as demonstrated in Figure 7 . At the same The performance of E-BIOSARP in terms of data throughput was reasonably maintained, even as the number of malicious nodes increased. E-BIOSARP treats malicious nodes as the hole problem [44] . The hole problem occurs when the nodes in a certain region cannot forward data packets toward their destination. Table 4 shows that as soon as the number of malicious nodes reaches 20, the delivery ratio declines because of communication disruption between the sink and nodes 43, 31 and 37, which are generating the data packets, as demonstrated in Figure 7 . At the same time, the energy consumption increases because the transmitting nodes must use considerable power to transmit bits over large distances, as shown in Table 4 . In Table 5 , the detection rate and accuracy of E-BIOSARP and SRTLD are compared for the same scenario, as described earlier in this section and shown in Figure 7 . The detection rate is defined as the number of illegitimate packets that are detected by the security mechanism at all self-nodes divided by the total number of illegitimate packets received, and this quantity, expressed as a percentage, is the detection accuracy. The detection rate and accuracy are measured as follows:
Detection rate is X{pX`Yq, and Accuracy is pX{pX`Yqqˆ100% where:
X is the number of illegitimate packets detected and dropped at all nodes andY is the number of illegitimate packets that are received from adversary nodes and are not detected. 
Processing Time Comparison
In Section 5, we analyzed the performance of the security schemes in terms of the processing time required to perform cryptographic operations. The simplest way to monitor this metric is to record the system times immediately before and after the execution of the security mechanism. The problem with this approach is that the system clock in a sensor is not precise. To address this issue, we used the clock of the host PC (i.e., the sink node) and measured another metric equivalent to the processing time, called the security processing time per hop. This metric is defined by Liu et al. [45] as follows:
where:
T sec end : time of packet dispatch from the sending node with the security scheme. T sec start : time of packet reception at the receiving node with the security scheme. T start : time of packet dispatch from the sending node without the security scheme. T end : time of packet reception at the receiving node without the security scheme.
Thus, the time period required for the operating system to execute the security scheme on a node (i.e., the security processing time per hop) is given by the following:
The processing time is a very important parameter in the routing protocol because it affects the overall performance of the network in terms of data throughput and battery power consumption. In [26] , the authors showed that compared with LBRS-Auth, TinySec-Auth, EBSS, TinyHash, and TinySec-AE, SRTLD requires the least processing time.
The network topology was configured as in [26] to acquire ns-2-based simulation results. Figure 8 shows the times for the transfer of an encrypted data packet; the transfer time for data packet 4747 was 9.9701 ms, and similarly, from Figure 9 , we calculate a transfer time without encryption of 5.17005 ms. The results were generated for both BIOSARP and E-BIOSARP as shown in Figures 8 and 9 . Moreover, 100 samples were acquired from different parts of both the result files (approximately 140,000 lines) to calculate the average time difference (i.e., the average time added by the encryption mechanism). 
The network topology was configured as in [26] to acquire ns-2-based simulation results. Figure 8 shows the times for the transfer of an encrypted data packet; the transfer time for data packet 4747 was 9.9701 ms, and similarly, from Figure 9 , we calculate a transfer time without encryption of 5.17005 ms. The results were generated for both BIOSARP and E-BIOSARP as shown in Figures 8 and 9 . Moreover, 100 samples were acquired from different parts of both the result files (approximately 140000 lines) to calculate the average time difference (i.e., the average time added by the encryption mechanism). In Figure 10 , the processing time values used for TinyHash, TinySec-AE, TinySec-Auth, EBSS, In Figure 10 , the processing time values used for TinyHash, TinySec-AE, TinySec-Auth, EBSS, and LBRS-Auth were obtained from Ahmed and Fisal [26] . The experimental results confirm the rankings obtained in Section 5. Although LBRS-Auth and EBSS were found to incur the same processing time in the previous analysis, EBSS was superior to LBRS-Auth in the experiments because EBSS uses a smaller data payload size than that of LBRS-Auth. Furthermore, the results demonstrate that the average processing time per hop incurred by the E-BIOSARP encryption mechanism is less than that of SRTLD although they have the same complexity level, as described in Section 5. The shorter processing time per hop of E-BIOSARP is primarily attributable to the efficiency, reduced complexity and better performance provided by the enhanced ACO-based routing algorithm In Figure 10 , the processing time values used for TinyHash, TinySec-AE, TinySec-Auth, EBSS, and LBRS-Auth were obtained from Ahmed and Fisal [26] . The experimental results confirm the rankings obtained in Section 5. Although LBRS-Auth and EBSS were found to incur the same processing time in the previous analysis, EBSS was superior to LBRS-Auth in the experiments because EBSS uses a smaller data payload size than that of LBRS-Auth. Furthermore, the results demonstrate that the average processing time per hop incurred by the E-BIOSARP encryption mechanism is less than that of SRTLD although they have the same complexity level, as described in Section 5. In Figure 10 , the processing time values used for TinyHash, TinySec-AE, TinySec-Auth, EBSS, and LBRS-Auth were obtained from Ahmed and Fisal [26] . The experimental results confirm the rankings obtained in Section 5. Although LBRS-Auth and EBSS were found to incur the same processing time in the previous analysis, EBSS was superior to LBRS-Auth in the experiments because EBSS uses a smaller data payload size than that of LBRS-Auth. Furthermore, the results demonstrate that the average processing time per hop incurred by the E-BIOSARP encryption mechanism is less than that of SRTLD although they have the same complexity level, as described in Section 5. The shorter processing time per hop of E-BIOSARP is primarily attributable to the efficiency, reduced complexity and better performance provided by the enhanced ACO-based routing algorithm The shorter processing time per hop of E-BIOSARP is primarily attributable to the efficiency, reduced complexity and better performance provided by the enhanced ACO-based routing algorithm that assists in the cost-effective encryption process. The proposed mechanism is also beneficial for network-based applications that require long durations for the transfer of data packets from a source to a destination, i.e., in which the route contains numerous hops. In Section 5, we assumed that the routing functionalities, such as packet processing, packet buffering, channel access contention, and packet transfer, take the same time for all nodes and for all types of implementation (i.e., with and without a security scheme). This assumption does not hold when measuring ∆T sec . The routing decision scheme adopted by E-BIOSARP, which is based on end-to-end delay and link quality, reduces packet transfer time and further reduces the security processing time per hop.
Delivery Ratio Comparison of E-BIOSARP, BIOSARP and SRTLD
The average simulated delivery ratio results obtained for E-BIOSARP, BIOSARP and SRTLD at various packet rates for the scenario depicted in Figure 5 are summarized in Table 6 . E-BIOSARP provides a higher data delivery ratio compared with the state-of-the-art SRTLD routing protocol but a lower delivery ratio than that of BIOSARP, as shown in Figure 11 . The results presented in Table 6 and Figure 11 show that in the absence of malicious nodes, the delivery ratio of E-BIOSARP is superior to that of SRTLD because the processing time required by E-BIOSARP to transfer the packets is less.
The advantage gained by reducing the processing time ultimately helps to decrease the delay in the secure delivery of data packets. Moreover, also in the absence of malicious nodes, the delivery ratio of E-BIOSARP is reduced only negligibly compared with that of BIOSARP as a result of the introduction of the encryption process. Furthermore, the results presented in Table 6 and Figure 11 demonstrate that when malicious traffic is present in the network, E-BIOSARP successfully handles the attacks and largely maintains its delivery ratio, with only a slight decrease due to the time required to process, classify and drop the malicious packets.
the attacks and largely maintains its delivery ratio, with only a slight decrease due to the time required to process, classify and drop the malicious packets. Figure 11 . Delivery ratio comparison.
The proposed mechanism reduces the broadcast overhead and the overall processing time by avoiding repetitive rediscoveries, replies, and recalculations; this, in turn, helps to reduce processing The proposed mechanism reduces the broadcast overhead and the overall processing time by avoiding repetitive rediscoveries, replies, and recalculations; this, in turn, helps to reduce processing delays and the consumption of power from the batteries of the wireless sensor nodes, thereby increasing the WSN lifetime.
Energy Consumption Comparison for E-BIOSARP, BIOSARP and SRTLD
The average energy consumption results for E-BIOSARP, BIOSARP, and SRTLD are compared in Table 7 . Figure 12 shows that the consumption of battery power needed for SRTLD to process the packets is higher than that needed for E-BIOSARP. The latter is close to BIOSARP in terms of the energy required to process a packet. The energy consumption is reduced for E-BIOSARP compared with SRTLD because the data encryption processing time is shorter and there are fewer rediscoveries. Furthermore, Table 7 and Figure 12 show that even with the presence of malicious activity and attacks in the network, the level of energy consumption of E-BIOSARP is maintained, demonstrating the efficiency of the proposed mechanism. 
Packet Overhead Comparison between E-BIOSARP, BIOSARP and SRTLD
The average packet overhead results for E-BIOSARP, BIOSARP, and SRTLD are compared in Table 8 . Figure 13 shows the large differences between E-BIOSARP and BIOSARP on the one hand and SRTLD on the other hand. The results for E-BIOSARP are very close to the results for BIOSARP. The results for E-BIOSARP justify the reduced rediscovery and calculation process, which causes the overhead per packet received to be much less with E-BIOSARP, even when the WSN suffers from malicious activity. 
The average packet overhead results for E-BIOSARP, BIOSARP, and SRTLD are compared in Table 8 . Figure 13 shows the large differences between E-BIOSARP and BIOSARP on the one hand and SRTLD on the other hand. The results for E-BIOSARP are very close to the results for BIOSARP. The results for E-BIOSARP justify the reduced rediscovery and calculation process, which causes the overhead per packet received to be much less with E-BIOSARP, even when the WSN suffers from malicious activity. Table 9 shows a comparison between E-BIOSARP and SRTLD in terms of the detection rate and accuracy, as determined based on the WSN scenario depicted in Figure 5 . The detection rate and accuracy were calculated as described in Section 6.2. 
Detection Rate and Accuracy Comparison between E-BIOSARP and SRTLD
Comparative Analysis of E-BIOSARP and ESPA
E-BIOSARP and a recent ESPA [29] were compared in an ns-2-based simulation analysis. The network topology was defined using the simulation parameters given in [29] . ESPA exhibits much better performance than EEABR [46] and SERP [15] , as presented in [29] . A WSN with 300 wireless sensor nodes was deployed in a 300 m × 300 m region, with a base station with ID 0 in the center of the network. The real-time traffic scenario was configured by using a UDP transport layer to handle the generated CBR traffic. The average difference in energy consumption between E-BIOSARP and ESPA is presented in Table 10 , revealing a 7.6% increase in energy consumption when E-BIOSARP is utilized in a WSN. The advantage of E-BIOSARP based on random key encryption is illustrated in Figure 14 . As the level of malicious activity increases, the performance of ESPA dramatically decreases, whereas that of E-BIOSARP remains more stable. Table 9 shows a comparison between E-BIOSARP and SRTLD in terms of the detection rate and accuracy, as determined based on the WSN scenario depicted in Figure 5 . The detection rate and accuracy were calculated as described in Section 6.2. 
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Concluding Remarks
In this paper, to ensure the security of WSNs beginning in the deployment phase, BIOSARP was enhanced through the incorporation an encryption mechanism that was originally applied in SRTLD to take advantage of the best features of both schemes. This approach was taken because BIOSARP achieves superior data packet routing performance compared with SRTLD, whereas the SRTLD encryption mechanism provides better communication security with minimal processing time. Under the enhanced BIOSARP (E-BIOSARP), the data to be transmitted are fragmented and only some of the important packet header fields are encrypted instead of the complete packet to save processing time and battery power. As a result, if malicious nodes and/or adversaries capture a secure packet, they cannot read the packet's movement or its destination, which ensures network integrity and confidentiality. In addition, E-BIOSARP is capable of providing countermeasures against selective forwarding, brute-force or exhaustive key search, spoofing, eavesdropping, replaying or altering of routing information, cloning, acknowledgment spoofing, HELLO flood attacks, and Sybil attacks. The performance of E-BIOSARP was analyzed by varying the number of malicious nodes in the network. Overall, E-BIOSARP demonstrated improved performance compared with SRTLD and ESPA, and the simulation results confirm the efficiency of the proposed mechanism. Because of the encryption process, E-BIOSARP provides better security compared with BIOSARP while incurring only a minimal performance penalty because of the additional processing time required for encryption. Future work will address the enhancement of the security mechanism with additional rounds of encryption, and we will test different variations of E-BIOSARP in a real-time experimental WSN test bed for further analysis. 
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